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Abstract

The relevance of this study lies in the growing need for seamless integration between various digital systems in the
construction industry, driven by the increasing adoption of digital technologies. The aim of the study is to develop
standards and protocols for ensuring effective interoperability and compatibility between different digital systems
used in construction. To achieve this, the study applied methods of analysis, experimentation, and practical testing.
Key outcomes include the creation of a unified format standard, a sensor data integration standard, and a standard for
unified architectural solutions, all of which address specific interoperability challenges in data integration. Additionally,
the study developed secure protocols for data transfer and protection between systems, such as computer-aided
design (CAD) tools and building information models (BIM). The practical application of these standards and protocols
demonstrated improved data conversion, minimized errors related to inconsistencies, and enhanced project
management efficiency. The results underscore the potential of these solutions to optimize the construction process,
allowing for faster and more accurate information exchange across different platforms. This study contributes to
the broader understanding of how digital innovations can improve the integration and management of construction
systems. The findings offer valuable insights for further research on enhancing the efficiency and competitiveness of
construction companies through digital transformation.

Keywords
architectural dynamics; unification of information formats; project management; electronic modernization;
infrastructure modelling.

1. Introduction (CAD) systems, the Internet of Things (loT), and cloud-
In recent years, the digitalization of the construction based project management software. These technologies
industry has become a key driver of innovation and enhance project efficiency, accuracy, and sustainability,
efficiency. As part of this broader trend, the current addressing common challenges like project delays, cost
study focuses on the development of standards and overruns, and fragmented workflows.

protocols to ensure the effective interoperability

and compatibility of various digital systems used Digital technologies significantly influence construction,
in construction. Digitalization, often referred to as optimising the design, management and implementation
“Construction 4.0 has revolutionized traditional of duties. This increases efficiency, reduces costs
practices by introducing advanced tools such as Building and improves quality. The interaction of numerous
Information Modeling (BIM), computer-aided design digital systems ensures the processing, storage and
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transmission of data at all stages of the project life cycle.
Important elements are automation, modelling and
analysis methods that allow for informed decisions at
all stages—from idea to completion of construction. In
addition, digital technologies are becoming increasingly
important as competition forces companies to seek new
ways toincrease productivity and reduce costs. However,
with the growing complexity of digital technologies in
construction, there is a need for effective integration
of various systems and tools. The absence of unified
standards and protocols for exchanging information
between these systems creates barriers that complicate
project management and reduce project efficiency. The
problem of data inconsistency between different digital
platforms leads to increased costs, delays and lower
quality of results. Therefore, there is a need to develop
standards and protocols that can address these issues
and contribute to more effective construction project
management.

For instance, Voitovych et al. (2023) developed a
methodology for optimising the construction schedule
for companies using deterministic mathematical
methods and modelling to identify gaps in the scientific
body on this topic. As a result, a method was created
that provides effective management of labour resources
and optimisation of resource consumption in the
process of executing construction contracts. Moreover,
Tytok et al. (2022) studied the impact of digitalisation
on organisational and economic management tools
in the construction industry. The authors noted that
the introduction of digital technologies significantly
improves project management and decision-making
efficiency, contributing to the successful fulfilment of
construction contracts. As for Tugay et al. (2019), they
addressed the introduction of innovative approaches
to project supervision in construction using unmanned
They

determined that the use of such technologies ensures

aerial vehicles and specialised software.
data accuracy and timely detection of delays in the
execution of work, which contributes to the effective
management of construction projects and reduces the
risk of budget overruns. On the other hand, Quek et
al. (2023) discussed the challenges associated with the

fragmentation of digital approaches in the development
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of digital twin city technologies and proposed semantic
methods of data integration to improve the exchange
of information between different systems. Doe et al.
(2022) emphasised the need to improve standards
for programming interfaces and adapters, as well
as the importance of semantic interoperability in
architecture, engineering and construction systems.
Moreover, Filardo et al. (2024) analysed normative
framework consisting of the level of information need
and data templates, and formal representations of the
corresponding ontologies, emphasising the importance
of standardisation to ensure the accuracy and relevance
of information in digital construction. Omrany et al.
(2023) provided an overview of the introduction of
digital twins in the construction industry, noting eight
key areas of application, including project management,
safety monitoring, and energy efficiency.

In turn, Schmidt et al. (2023) explored approaches
to increasing the interoperability of digital twins by
transforming between different specifications and
proposed a method for converting between the
Digital Twin Definition Language (DTDL) and the Asset
Administration Shell (AAS). At the same time, the results
of the study by Duarte-Vidal et al. (2021) demonstrated
that the integration of the Building Information Model
(BIM), unmanned aerial vehicles and photogrammetry
technologies is an effective tool for monitoring and
controlling construction projects, covering all phases
of the project. Jenet et al. (2024) emphasised the need
for standardisation to improve the interoperability of
digital systems in construction, especially in the context
of the circular economy, by developing standards for
integrating data on material reuse, ensuring quality and
creating adapted digital formats for construction project
management. Thus, the analysis of sources has revealed
gaps in the study of the integration of new technologies
to improve project management, standards in the
context of the circular economy, as well as semantic
data integration, which requires further research to
ensure the effective interaction of digital systems in
construction.

In general, the study aimed to determine ways to
increase the interoperability of digital systems in
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construction by developing and implementing standards
that will facilitate the integration of new technologies
into project management processes. To achieve this
goal, certain goals were set, namely an analysis of
modern approaches to technology integration and the
impact of integration on the efficiency of construction
project management.

2. Materials and Methods

The study developed and implemented standards
and protocols for the integration of digital systems in
construction. Tools such as Computer-Aided Design,
BIM and Supervisory Control and Data Acquisition
(SCADA) were considered, as they are key to managing
construction projects, and their integration into a single
system allows for easier data exchange, more efficient
design and monitoring, and reduces the risk of errors
and delays in construction.

The first stage of the study was to analyse existing

system interoperability issues and develop new
standards and protocols. Three main standards have
been developed to ensure the integration of systems:
Unified Data Format Standard (UDFS), Sensor Data
Integration Standard (SDIS) and Unified Architectural
Solutions Standard (UASS). Three protocols were also
(DTP), Integration
Protocol (IP) and Data Security Protocol (DSP). For each

of the standards, examples of their application in real-

created: Data Transfer Protocol

life scenarios were provided, showing the advantages
and disadvantages of each solution.

The second stage involved the practical implementation
of the developed solutions through software tools to test
their effectiveness. For this purpose, the programming
languages Online Python (2024) and Online JavaScript
(2024) were used. Initially, the UDFS standard was
implemented using Python, where a program was
created to convert data from CAD and BIM systems
into the UDFS format. The software algorithm included
functions for receiving data from CAD, converting it,
finding the corresponding elements in BIM, combining
the data into a single format, and displaying the
results. This demonstrated the possibility of combining
heterogeneous data from two systems. The second
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application was created for the SDIS standard, also in
Python. It simulated receiving data from SCADA systems
and other monitoring systems and then converted it to
SDIS format. The main function of the application was
to combine data from different sources and display the
result for further use. Then, the UASS standard was
implemented in JavaScript. The application processed
data from video surveillance systems and security
sensors, combining them into the UASS format for
further integration and analysis.

On the other hand, to test the operation of the DTP, IP
and DSP protocols, a software module was developed
using JavaScript to simulate the transmission and
processing of data between systems. The programme
ran in three stages: data transmission via DTP, data
integration and networking via IP, and data encryption
and decryption via DSP. First, an example of a simulation
of data transfer between systems was shown and the
data was converted into a format ready for transfer.
The next step was to combine data from CAD and BIM
systems and integrate the data for further use. After
that, data encryption is simulated, data is converted to
base6é4 for encryption, data decryption is simulated, and
the application is demonstrated with three protocols.

3. Results

3.1. Analysis and development of standards and
protocols for digital systems integration in construction
There is a growing need in construction for the
integration of digital systems that include a variety of
technologies, methodologies and software. Modern
technologies in construction include the widespread
use of digital tools such as CAD, BIM and SCADA, as
well as a variety of sensors and controllers that provide
more efficient project management, precision in the
execution of tasks and cost savings. However, despite
significant progress, there are significant interoperability
issues that affect the efficiency and productivity
of construction processes. As a rule, such systems
operate based on different standards and protocols,
which creates problems with integration. The main
interoperability issues include different data formats,
lack of common protocols, and different architectural
Hence, use different

approaches. many systems
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formats for storing and processing data, which renders
information exchange between systems difficult. The
lack of a single standard for data exchange leads to
problems with integration and information sharing.
In addition, different technologies can have different
architectural approaches, which makes it difficult to
integrate and operate together. These issues can lead to
reduced project management efficiency, errors in task
execution, and increased costs. Therefore, it is necessary
to develop effective standards and protocols for digital
technologies in the construction industry.

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

The first standard to analyse is a unified data format
(Figure 1). Its goal is to create a single format for storing
and processing data that will be supported by all major
systems in construction. This format should be universal
and ensure compatibility with various technologies such
as CAD, BIM and SCADA. In particular, the UDFS should
integrate information from different sources in a single
format, which will simplify data exchange between
systems, increase the accuracy of information processing
and reduce the time spent on data conversion.

Figure 1. UDFS layout. Source: created by the authors.

UDFS can be used to effectively integrate data from
various systems in construction. For instance, when
designing a new commercial building, architects can
create plans in a CAD system, engineers can model the
building in BIM, and automation specialists can control
systems via SCADA. Thanks to UDFS, all this data can
be converted into a single format, which simplifies the
exchange of information between systems and ensures
seamless integration, increasing the accuracy and
efficiency of project management.

The next standard is the integration of sensorinformation
(Figure 2). SDIS defines common principles and formats
for collecting and processing data from various sensors
and devices used in construction. It includes rules for

Input Data Data Processing
CAD BIM SCADA Analysis Visualization

Y y

Data Transformation Output Data

Import Conversion Data Exchange Reports
Yy 4
UDFS Feedback
Data Structure Field Formats Data Update
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data encoding, quality management and validation, as
well as for integrating sensor data with other digital
systems.

Typically, construction sites use a variety of sensors
to monitor humidity, temperature and motion. These
sensors transmit data in real-time, but each uses a
different format. The SDIS initially unifies and encodes
all this data, enabling the BIM system to integrate
it into the overall building information model. Thus,
construction managers can receive analytical reports
with accurate indicators in real time, without the need
for manual data processing or conversion between
different formats. It is also worth noting the standard
of unified architectural solutions (Figure 3). This
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Figure 2. SDIS layout. Source: created by the authors.

standard provides for the development of unified
architectural solutions that facilitate the seamless
integration of various technologies and systems in
construction. UASS includes the creation of unified
interfaces that allow different systems to interact with
each other, the development of modules for integrating

different software and hardware components, and the

UASS
v

introduction of standardised methods of information
exchange. This solution facilitates the integration
process, ensuring system compatibility and increasing

the efficiency of construction project management.

An example of the application of the UASS standard is
the integration of BIM and SCADA-based construction
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Figure 3. UASS layout. Source: created by the authors.



AIS - Architecture Image Studies Scientific Journal

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

Source | | Data Preparation Data Encryption Data Packaging
System Layer (Optional Security) (Standardized Format)
DTP (Network
. Transmission)
Target Data Integration Data Unpackaging .
System Layer (Decoding/ Decryption) *  Receiving System

Figure 4. DTP layout. Source: created by the authors.

project management systems. The two systems can
exchange data in real-time using unified interfaces that
create a common architecture. Integration modules will
ensure data transfer between systems, allowing the
use of information on the parameters of construction
objects from BIM in real conditions on the site via
SCADA, and standardised communication methods will
guarantee stable interaction. In addition to standards,
it is necessary to implement protocols to ensure
interaction between different systems in construction.
For instance, a data exchange protocol will allow for
the secure and reliable exchange of various types of
information—structured data, graphics, and text (Figure
4). DTP ensures compatibility and correct transfer of
information between different platforms, including
CAD, BIM and SCADA systems, which will increase
integration efficiency and reduce the risk of data loss.

Such a protocol can be used in the context of managing
large construction projects where various digital
systems are used. To coordinate architectural solutions,
engineering data and automation systems, information
be
systems. For instance, during the design of a building,

must constantly exchanged between these

architectural models are created in CAD, while building
information models are stored in BIM, and construction
processes are controlled through SCADA. DTP protocol
can be used to automatically transfer technical data,
drawings and sensor data files between these systems in
a secure and standardised format, ensuring accurate and
timely information transfer without the need for manual
conversion or duplication.

An integration protocol that ensures the integration of
various digital systems and technologies into a single
ecosystem should be highlighted (Figure 5). The main
purpose of IP is to ensure efficient data exchange, and
synchronisation of the states of different systems and
their centralised management. The protocol allows
different software and hardware solutions to interact
with each other, regardless of their architecture and
standards.

An example is a complex construction project that
requires interaction between BIM for managing building
information, CAD for technical drawings, and SCADA
for monitoring and controlling construction processes in
real-time. All these systems can automatically exchange

BIM System

IP

> SCADA System

l

CAD System

Project Management Systems

A

Control Systems

Figure 5. IP layout. Source: created by the authors.
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Figure 6. DSP layout. Source: created by the authors.

data and synchronise system status using IP. For
instance, updates to CAD drawings are automatically
the BIM,
incompatibilities and at the same time transmitting

synchronised with data in avoiding
these changes to SCADA for real-time monitoring of
task progress. Additionally, a data security protocol
should be specified, which includes several important
steps to ensure the security of data transmission
between systems (Figure 6). The main components of
DSP are data encryption, user authentication, access

control, and data integrity checking, which ensures the

reliability and security of the process of exchanging
information between different technologies, preventing
loss or unauthorised access to data.

An example is a construction project in which data
related to CAD drawings is transferred to BIM for
further analysis and modifications. Using DSP will
ensure that the drawings are encrypted before they are
sent, keeping them confidential. Users who have access
to data in BIM must be authenticated, and their access
to certain parts of the information will be restricted by

Standard o
andard/ Advantages Limitations
Protocol
Versatility, support for various systems, simplified . . .
. R d in| t t t
UDFS data exchange, reduced time spent on data equires upgrading existing systems 1o suppor
. the new format
conversion
A single fi f llecti f iff .
single format o.r collecting data 'rom di er?nt Can be difficult to implement on construction
SDIS sensors, automating data processing, ensuring | . . .
. sites with a variety of sensors
quality and accuracy
Unified interf d dules for int tion, . . . .
.m ? |n‘ er ace§ and modutes for |n'egra on The difficulty of developing unified architectures
UASS simplified interaction between systems, increased . .
. . for different systems and technologies
efficiency of project management
S d reliabl h f vari t L .
ec.ure an .re 1able e.xc ange O. Y?”OUS ypes High implementation cost to ensure support for
DTP of information, ensuring compatibility between
. all data formats
different platforms
Centralised process management, synchronisation . .. . . - .
P . & . y . Difficulty in integrating with existing architectures
IP of system states, efficient integration of various
.. . and systems
digital solutions
Dat tecti th h tion, .
ata . pr.o ection rous encryp f)n Slower data exchange due to additional checks
DSP authentication and access control, protection .
. . and encryption
against data loss or unauthorised access

Table 1. Comparison of standards and protocols by advantages and limitations. Source: created by the authors.
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an access control system. This will minimise the risk of
confidential information leakage and protect the project
from external attacks or errors. Thus, the standards and
protocolsunderconsideration are significantinimproving
the efficiency, reliability and safety of construction
project management. Their implementation will help to
integrate various digital systems, ensure uninterrupted
information exchange between them, and minimise the
risks of data loss or errors in processes. At the same
time, each of these approaches has its advantages and
limitations, which should be addressed when choosing a
specific solution for a particular project (Table 1).

Thus, the standards and protocols developed, such as
UDFS, SDIS, UASS, DTP, IP and DSP, are critical for
the integration of digital systems in construction. They
enable the efficient exchange of information between
different systems, including CAD, BIM and SCADA,
which increases accuracy, reduces costs and improves
project management. However, an equally important
step is the practical application and evaluation of these
protocols and standards.

3.2. Practical
standards and protocols

implementation of the developed

The implementation of the standards and protocols is
a key step in ensuring their effective implementation
in construction processes. One of these important
standards is UDFS, which can be used to combine
information from different sources into a single
structure, which facilitates further automation. For
clarity, an example of an application that converts data

to the UDFS format is presented:

def get_cad_data():
cad_data =
{“element_id": 1, “coordinates”: [0, O, O]},
{“element_id": 2, “coordinates”: [1, O, O]},
{“element_id”": 3, “coordinates”: [1, 1, O]},
{“element_id": 4, “coordinates”: [0, 1, O]},
]

return cad_data

def get_bim_data():
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bim_data = [

{“element_id": 1, “material”: “concrete”, “thickness”:
gray’},
{“element_id": 2, “material”: “steel”, “thickness”: 0.05,

»n, «

0.3, “color”:

n, «

“color”: “silver”},

{“element_id": 3, “material”: “glass”, “thickness”: 0.01,
“color”: “transparent”},

{“element_id": 4, “material”: “brick”, “thickness”: 0.2,
“color”: “red"},

]

return bim_data

def convert_to_udfs(cad_data, bim_data):
udfs_data =[]

for cad_element in cad_data:
corresponding_bim_element = next((b for b in bim_
data if b[“element_id"] == cad_element[“element_id"]),
None)

if corresponding_bim_element:
udfs_element = {

“element_id": cad_element[“element_id"],
“coordinates”: cad_element[“coordinates”],

“material”: corresponding_bim_element[“material”],

“thickness”: corresponding_bim_
element[“thickness”],

“color”: corresponding_bim_element[“color”]

1
udfs_data.append(udfs_element)

return udfs_data

def display_udfs_data(udfs_data):

print(“UDFS Data Format (Unified):")

For element in udfs_data:
print(f’Element ID: {element[‘element_id']}")
print(f”
print(f”
print(f”
print(f” Color: {element[‘color']}")
print(“-" * 30)

Coordinates: {element[‘coordinates’]}")
Material: {element[‘material’l}")
Thickness: {element[‘thickness’]}m”)

« n,

if _name__==“_main__
cad_data = get_cad_data()
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bim_data = get_bim_data()
udfs_data = convert_to_udfs(cad_data, bim_data)

display_udfs_data(udfs_data)

This application illustrates how data from different
digital systems such as CAD and BIM can be combined
into a single UDFS format. First, it receives data
from each system: CAD provides information on the
geometric coordinates of elements, while BIM provides
information on the materials, thickness and colour of
each element. The software then compares the data
from the two sources, finds the relevant items by their

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

identifiers, and then combines the information into a
single format.

The result of the programme is the creation of a single
data structure in the UDFS format, which combines
information from different sources (Figure 7). In this
format, each element has unified data: its unique
identifier, geometric coordinates from CAD and material
properties (material, thickness, colour) from BIM. This
unification facilitates further data processing, which is
an important part of the automation of construction
The
systems can be integrated into a single standard to

processes. result demonstrates how different

®  prs pata Format (Unified): | "7 TTTTTTTTTmmTmmoooommmmoes

X Element ID: 1 Element ID: 3
Coordinates: [@, @, 8] Coordinates: [1, 1, @]

= Material: concrete Material: glass

b Thickness: ©.3m Thickness: @.01m

~ Color: gray Color: transparent

Element ID: 2 Element ID: 4

Coordinates: [1, ©, @] Coordinates: [@, 1, @]
Material: steel Material: brick
Thickness: @.@5m Thickness: @.2m
Color: silver Color: red

Figure 7. The result of the UDFS programme. Source: created by the authors.

increase their interoperability and efficiency.

As for SDIS, this standard allows for the effective
combination of data from various sources, such as
SCADA and other monitoring systems, which facilitates
their integration into a single structure. An example of
an application for combining information from a SCADA
system and an additional monitoring system to create a
single SDIS format:

def get_scada_data():
scada_data = [
{“sensor_id”: 101, “value”: 22.5, “unit”: “Celsius”,
“timestamp”: “2024-09-18 10:00"},
{“sensor_id": 102, “value”: 45.8, “unit”: “Percentage”,
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“timestamp”: “2024-09-18 10:01"},

{“sensor_id": 103, “value”:

“timestamp”: “2024-09-18 10:02"},
]

return scada_data

70.2, “unit”: “Bar’,

def get_monitoring_data():
monitoring_data = [

{“sensor_id": 101, “location”: “Room 1", “status”:
“Active”},

{“sensor_id": 102, “location”: “Room 2", “status”:
“Active”},

{“sensor_id": 103, “location”: “Boiler Room”, “status”:

“Warning”},

]
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return monitoring_data

def convert_to_sdis(scada_data, monitoring_data):
sdis_data =[]

for scada_element in scada_data:
corresponding_monitoring_element = next((m
for m in monitoring_data if m[“sensor_id"] == scada_
element[“sensor_id"]), None)

if corresponding_monitoring_element:
sdis_element = {
“sensor_id": scada_element[“sensor_id"],
“value”: scada_element[“value”],
“unit”: scada_element[“unit”],
“timestamp”: scada_element[“timestamp”],
“location”: corresponding_monitoring_
element[“location”],
“status”: corresponding_monitoring_
element[“status”]
}

sdis_data.append(sdis_element)

return sdis_data

def display_sdis_data(sdis_data):
print(“SDIS Data Format (Unified):”)

SDIS Data Format (Unified):
Sensor ID: 1el

22.5 Celsius
Timestamp: 2024-09-18 10:00
Location:
Status:

Value:

Room 1

Active

Sensor ID: 102
Value: 45.8 Percentage

Timestamp: 2024-09-18 10:01
Location:
Status:

Room 2

Active

Sensor ID: 1@3
70.2 Bar
Timestamp: 2024-09-18 10:02

Location:

ERNT=H

Boiler Room

Status: Warning

61

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

for element in sdis_data:
print(f"Sensor ID: {element[‘'sensor_id’]}")
print(f” Value: {element[‘value’]} {element[‘unit’]}")
print(f” Timestamp: {element[‘timestamp’]}’)
print(f” Location: {element[‘location’]}")
print(f” Status: {element[‘status’]}’)
print(“-" * 30)

»,

if _name__=="_main__
scada_data = get_scada_data()

monitoring_data = get_monitoring_data()

sdis_data = convert_to_sdis(scada_data, monitoring_
data)

display_sdis_data(sdis_data)

The application combines data from the SCADA system,
which provides sensor readings (temperature, pressure,
humidity, etc.), with data from another monitoring
system, which contains additional information about the
location of sensors and their status. It converts this data
into a single SDIS format, which can be used to integrate
all the important parameters for each sensor into a
unified structure. The result is a data structure in the
SDIS format that combines the technical data from the
sensors in the SCADA with additional data from another

Figure 8. The result of the SDIS
programme. Source: created by the
authors.
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monitoring system (Figure 8). This unification of data
allows for a higher level of control and automation at
construction sites, ensuring effective monitoring of the
facilities’ condition and prompt response to changes.

In addition, UASS can be used to unify data from
different systems to control and monitor assets. This
helps to integrate information from various sources to
centrally monitor asset health, security and effective
management. This standard applies to the fusion of
data from video surveillance systems and security
sensors in facilities. UASS can be used to combine
video information with additional data, such as alarms
or device status. A code sample that demonstrates how
to work with UASS to combine video surveillance and
security sensor data:

const videoSurveillanceData = [

{ camerald: 1, timestamp: “2024-09-18 10:00”", footage:
“videol.mp4” },

{ camerald: 2, timestamp: “2024-09-18 10:05”, footage:
“video2.mp4” },

{ camerald: 3, timestamp: “2024-09-18 10:10", footage:
“video3.mp4” }
I;

const securitySensorData = [

{ sensorld: 1, location: “Entrance”, status: “OK”, alert:
false },

{ sensorld: 2, location: “Warehouse”, status: “Warning”,
alert: true },

{ sensorld: 3, location: “Office”, status: “OK”, alert: false
}
l;

function mergeToUASS(videoData, sensorData) {
let uassData = [];

videoData.forEach(video => {
let correspondingSensor = sensorData.find(sensor =>
sensor.sensorld === video.camerald);

if (correspondingSensor) {
let uassElement = {
camerald: video.camerald,
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footage: video.footage,
timestamp: video.timestamp,
location: correspondingSensor.location,
status: correspondingSensor.status,
alert: correspondingSensor.alert
k
uassData.push(uassElement);
}
e

return uassData;

}

function displayUASSData(uassData) {
console.log(“UASS Data Format (Unified):");
uassData.forEach(element => {
console.log('Camera ID: ${element.camerald}’);
console.log(’ Footage: ${element.footage}’);
console.log(" Timestamp: ${element.timestamp}’);
console.log(" Location: ${element.location}’);
console.log(’ Status: ${element.status}’);
console.log(" Alert: ${element.alert ? “Yes” : “No"}’);
console.log(
1;
}
let uassData = mergeToUASS(videoSurveillanceData,
securitySensorData);

displayUASSData(uassData);

This application shows how to combine information
from video surveillance and security sensors into a single
UASS format. First, data is obtained from both systems:
video cameras provide recordings, and sensors report on
security conditions. The software combines this data by
their respective identifiers to create a unified structure
that includes both video and sensor data. The result
is a view of the state of the object with unified data
(Figure 9). Each camera provides not only video footage
but also information about the state of the respective
object or place. This can be used to effectively monitor
the security of facilities and respond quickly to potential
threats.
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Output Clear

node /tmp/Z0UadP2Csf.js
UASS Data Format (Unified):
Camera ID: 1
Footage: videol.mp4
Timestamp: 2024-09-18 10:00
Location: Entrance
Status: OK
Alert: No
Camera ID: 2
Footage: video2.mp4
Timestamp: 2024-09-18 10:05
Location: Warehouse
Status: Warning
Alert: Yes
Camera ID: 3
Footage: video3.mp4
Timestamp: 2024-09-18 10:10
Location: Office
Status: OK
Alert: No

Figure 9. The result of the UASS programme. Source: created by the authors.

let integratedData = [J;
In addition, to ensure efficient, integrated and secure

data exchange between different building technology cadData.forEach(cadElement => {
systems, three protocols (DTP, IP and DSP) can be let bimElement = bimData.find(b => b.element_id
implemented in a single application. An application === cadElement.element_id);
that demonstrates how to combine functionality for if (bimElement) {
data transfer, integration and protection, which are integratedData.push({
key to ensuring interoperability of different systems in element_id: cadElement.element_id,
construction processes: coordinates: cadElement.coordinates,
material: bimElement.material,
class DTP { thickness: bimElement.thickness,
static transfer(data) { color: bimElement.color
console.log(“DTP: Transferring data...”); N;
return JSON.stringify(data); }
} 1;
}
return integratedData;
class IP { }
static integrate(cadData, bimData) { }

console.log(“IP: Integrating CAD and BIM data...");
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class DSP {
static encrypt(data) {
console.log(“DSP: Encrypting data...”);
return btoa(data);

static decrypt(encryptedData) {
console.log(“DSP: Decrypting data...”);
return atob(encryptedData);

function runProtocolDemo() {
const cadData = [
{ element_id: 1, coordinates: [0, 0, O] },
{ element_id: 2, coordinates: [1, 0, 0] },
{ element_id: 3, coordinates: [1, 1, 0] }

I;

const bimData = [
{ element_id: 1, material: “concrete”, thickness: 0.3,
color: “gray” },
{ element_id: 2, material: “steel”, thickness: 0.05,
color: “silver” },
{ element_id: 3, material: “glass”, thickness: 0.01,
color: “transparent” }

5;

const integratedData = IP.integrate(cadData, bimData);
console.log(“Integrated Data:”, integratedData);

const transferredData = DTP.transfer(integratedData);
console.log(“Transferred Data:”, transferredData);

const encryptedData = DSP.encrypt(transferredData);
console.log(“Encrypted Data:”, encryptedData);

const decryptedData = DSP.decrypt(encryptedData);
console.log(“Decrypted  Data:”, JSON.
parse(decryptedData));

}

runProtocolDemo();

64

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

In this application, DTP is responsible for transferring
data between systems. Data from integrated systems
is transferred in JSON format to ensure compatibility
and standardisation between CAD, BIM and SCADA
platforms. A protocol such as IP combines data from
two different systems. It finds the relevant elements in
both systems by their identifiers and integrates them
into a single structure containing geometry and material
data. In turn, the DSP ensures security during data
transmission. In this case, the data is encrypted before
transmission, which guarantees its confidentiality. It
can also be used to decrypt the data for further use.
The programme demonstrates the integration of data
between CAD and BIM systems, the transfer of this data
in a standardised format, and encryption for security
during transmission:

IP: Integrating CAD and BIM data...
Integrated Data: [
{
element_id: 1,
coordinates: [ 0,0, 0],
material: ‘concrete),
thickness: 0.3,
color: ‘gray’
2
{

element_id: 2,
coordinates: [ 1,0,01,
material: ‘steel’,
thickness: 0.05,

color: ‘silver’

element_id: 3,
coordinates: [ 1,1,0],
material: ‘glass’,
thickness: 0.01,
color: ‘transparent’
}
]
DTP: Transferring data...
Transferred Data: [{“element_id":1,"coordi-
nates”:[0,0,0],"material”:"concrete”"thickness”:0.3,"col-
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»on,

or”:"gray"},{“element_id":2,"coordinates”:[1,0,0],"ma-

terial”:"steel”"thickness”:0.05,"color”:"silver"},{“ele-
ment_id":3,"coordinates”:[1,1,0],’material”:"glass”"thick-

ness”:0.01,"color”:"transparent”}]

DSP: Encrypting data...

Encrypted Data:
W3siZWxIbWVudF9pZCl6MSwiY29vemRpbmFOZX-
MiOlswLDAsMFOsIm1hdGVyaWFsljoiY29uY3Jld-
GUIiLCJ0aGlja25Ic3MiOjAuMywiY29sb3liOiJncm-
F5In0seyJIbGVtZW50X2lkljoyLCJljb29yZGluYXRIcy-
[6WzEsMCwwXSwibWFOZXJpYWwiOiJzdGVIbCls-
InRoaWNrbmVzcyl6MC4wNSwiY29sb31iOiJzaWx-
2ZXIifSx7ImVsZW11bnRfaWQiOjMsImNvb3JkaW5h-
dGVzljpbMSwxLDBdLCJtYXRlcmlhbClé6ImdsYXNzli-
widGhpY2tuZXNzljowLjAxLCJjb2xvcil6InRyYW5zcG-
FyZW50In1d

DSP: Decrypting data...
Decrypted Data: [
{

element_id: 1,
coordinates: [ 0,0, 0],
material: ‘concrete’,
thickness: 0.3,
color: ‘gray’

element_id: 2,
coordinates: [ 1,0,0],
material: ‘steel’,
thickness: 0.05,

color: ‘silver’

element_id: 3,
coordinates: [ 1, 1,01,
material: ‘glass’,
thickness: 0.01,

color: ‘transparent’

=== Session Ended. Please Run the code again ===

65

Vol.5, Issue 2, 2024 - Global Perspectives on Urban Reconstruction and Development

The use of these protocols allows for reliable, secure and
standardised interaction between digital systems, which
is critical for managing complex construction projects
where different platforms are used. Thus, the practical
application of the developed standards and protocols
demonstrates their effectiveness and importance for
modern construction processes, providing automation,
integration and information security, which are key
factors for the successful management of complex
engineering projects.

4. Discussions

The findings of the study highlighted the importance of
ensuring interoperability between digital technologies
and the construction sector, which is critical to optimising
project management processes and increasing overall
efficiency. Comparison of the results with similar studies
in this area is a necessary aspect, as it allows for a deeper
understanding of current trends and issues arising in the
context of this topic.

In general, the results of this study confirmed the
importance of developing new standards and protocols
for the integration of digital systems in construction,
which is similar to the results of Korodi et al. (2024),
which pointed out the possibility of integrating
outdated building management systems using modern
technologies. Abdelalim et al. (2024) also confirmed that
the use of the latest technologies together with agent-
based modelling methods can significantly improve the
efficiency of resource management on construction
sites, which is consistent with the results of the current
work, as both approaches are aimed at optimising
project management and improving the integration of
digital technologies into construction processes.

The results confirmed the importance of creating
a unified data format for the integration of digital
systems in construction, which is comparable to
the study by Rojas Meléndez et al. (2021), which
used semantic technologies for the construction of
railway infrastructure, as both studies focused on data
integration to ensure interoperability. Results of a
study by Ghansah and Edwards (2024) demonstrated
the trend of using digital technologies for quality
assurance in construction, with an emphasis on the
integration of new technologies, which correlates with
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the results of the current work, which also pointed to
the introduction of new standards to improve project
management processes. In addition, the study by Chen
et al. (2021) demonstrated the importance of ensuring
the compatibility of protocols and data models for
interoperability between equipment vendors. The results
of the study also confirmed the importance of creating
integration standards in construction, but they focus on
data unification and information security. The results of
this study also highlighted the importance of removing
barriers to the integration of digital technologies in
construction, which is consistent with the findings of
Sofolahan et al. (2024), which identified financial and
infrastructure barriers in the construction sector that
made it difficult to adapt technologies. Compared to the
study of Wang et al. (2022), which emphasised the need
to standardise terms and architectures for digital twins,
the results of the current work focused on the creation
of unified data formats that would allow for easier
exchange of information between systems and increase
the efficiency of project management.

In turn, the results of the study, which highlighted
the importance of ensuring the integration of digital
technologies in construction, are consistent with the
results of Kievit et al. (2023), which showed a systems-
based modelling approach to improve information
exchange in infrastructure projects. Whereas the
results of Johari et al. (2024) demonstrated the impact
of digital technologies on project management in
construction, through the study of digital technologies
in organisations, the current work, on the contrary,
emphasised the need for specific standards to optimise
the use of digital technologies in project management.
Compared to the results of Tong and Ma (2021), who
emphasised the importance of developing standards
for the construction of digital museums, the conducted
study focused on the integration of digital technologies
into construction, proposing more general standards.
While the results of this study highlighted the
importance of developing standards for the integration
of digital systems in construction, Aiduang et al.
(2024) emphasised the standardisation of testing of
environmentally friendly building materials. Both studies
highlighted innovation in the construction sector but
focused on different aspects. However, unlike the results
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of the current study, which focused on integration
standards specifically in the construction industry, the
other study looked at a wider range of digital platforms.
Moreover, the results confirmed the importance of
standardisation for the integration of digital systems
in construction, which is consistent with the study by
Barbu et al. (2024) who focused on interoperability in
the context of digital transformation. However, the
current study developed specific protocols adapted to
the needs of the construction sector. Saad et al. (2023)
pointed out the potential for technology integration
in Industry 4.0, but they did not focus on the specific
standards that were developed in this paper to improve
digital information management. On the other hand,
the results of the current work are consistent with the
conclusions of Adams et al. (2024) about the importance
of new life cycle models, but the emphasis is on the
need for data unification, which significantly increases
the efficiency of project management.

At the same time, the conclusions of the study by
Zhang et al. (2024) addressed the architecture of
platforms for the construction of smart cities and the
role of digital twins in reducing the development cycle.
Instead, the current study did not address digital twins
but developed common protocols for the integration
of digital systems in construction, which increases the
efficiency of project management in the construction
industry. Khodabakhshian (2024) examined the impact
of technology on construction efficiency, emphasising
the social implications. The study complemented this
topic by emphasising the importance of data unification
and specific standards for the integration of digital
technologies into construction processes. Lastly, a
study by Aliu and Oke (2023) identified key benefits
of digitalisation in construction, including increased
operational efficiency and productivity. At the same time,
the results of the current work have demonstrated not
only the benefits but also the limitations of technology
adoption in the construction sector. In addition, Fonseca
et al. (2024) showed that the integration of Lean
Construction and BIM improves data management but
faces implementation challenges. The current study also
considered BIM technologies, but together with SCADA
and CAD, emphasising the importance of integrating
these systems to achieve greater efficiency. The results
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of the work of Lucchi (2023) emphasised the importance
of digital twins and new technologies, which is in line
with the current work, which also raised integration
issues, in particular data unification, which is critical for
the successful implementation of new technologies in
the construction industry.

Thus, the results of this study not only confirmed the
existing achievements in the field of digital technology
integration in construction but also significantly
expanded knowledge about the specifics of creating
standards and protocols adapted to the needs of this
industry. Unlike many studies that have focused only
on the general aspects of technology adoption, this
study highlighted the importance of data unification
and specific standards that can significantly improve
project management. The study provided a deeper
understanding of integration processes and highlighted
practical solutions to overcome existing barriers in the
construction sector, making it an important contribution
to the development of the topic of digital technology
integration.

5. Conclusions

The study determined that the integration of digital
technologies into the construction sector is critical to
improving project management efficiency. Based on the
analysis of modern tools, such as building information
modelling systems, computer-aided design, and data
monitoring and collection systems, it is confirmed that
the introduction of new standards and protocols can
significantly reduce the number of errors associated
with data incompatibility.

The study developed several key standards and
protocols, including a unified data format, a data
integration standard, a unified architectural framework,
a data transfer protocol, an identification protocol, and
a data security protocol. These standards and protocols
promote the unification of information formats, which
better
systems, reducing the likelihood of errors during data

ensures interoperability between different
transmission and processing.

Based on the findings, it is recommended to develop
training programmes for staff covering new standards and
technologies to ensure their effective implementation.
It is also necessary to introduce regular monitoring and
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evaluation of the effectiveness of new standards in
real projects to identify possible problems at an early
stage. It would be advisable to expand research on the
relationship between digital technologies and sustainable
development in the construction sector, particularly the
impact on environmental performance. In addition, the
standards should include recommendations for adapting
to the rapidly changing technological environment,
including new digital solutions and platforms.

However, the study also had certain limitations. First, the
impact of certain technologies, such as the Internet of
Things and artificial intelligence, on the implementation
of the developed standards was not considered.
Moreover, the sample size for testing the developed
protocols was limited, which may affect the overall
conclusions. For further research, it is worth addressing
the impact of various technologies on construction
processes, as well as on improving existing standards
and protocols to adapt them to new conditions. This
will open new opportunities for improving management
practices in the construction sector and ensuring their
compliance with modern requirements.
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