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Abstract

The increasing prevalence of online scams poses significant threats to financial security, trust in
digital systems, and national economic stability. To address this growing concern, Malaysia
established the National Scam Response Centre (NSRC) as a centralized platform for scam
reporting and intervention. Despite the NSRC’s potential, limited empirical research has examined
factors influencing its utilization. This study investigates the impact of citizens’ readiness factors
including awareness, perceived risk, performance expectancy, effort expectancy, and social
influence on NSRC utilization, while also examining the moderating role of education. Drawing upon
Protection Motivation Theory (PMT), Perceived Risk Theory (PRT), and the Unified Theory of
Acceptance and Use of Technology (UTAUT), a survey was administered to 416 respondents across
Malaysia. Partial Least Squares Structural Equation Modelling (PLS-SEM) was employed for data
analysis. The results reveal that all five readiness factors significantly influence NSRC utilization,
with awareness being the strongest predictor. Education was found to significantly moderate the
relationship between awareness and utilization but did not moderate other predictors. The findings
underscore the importance of enhancing public awareness and digital literacy to strengthen citizen
engagement with NSRC services.

Keywords: Online Scams, National Scam Response Centre, Awareness, Perceived Risk,
UTAUT, PLS-SEM.

Introduction

The rapid advancement of digital technologies has brought about unprecedented opportunities for
economic growth, social interaction, and innovation. However, alongside these benefits, cybercrime
particularly online scams have emerged as a global threat. Online scams, including phishing,
investment fraud, identity theft, and social engineering, not only result in substantial financial losses but
also erode public confidence in digital systems. In Malaysia, the Commercial Crime Investigation
Department (CCID) and the Malaysian Communications and Multimedia Commission (MCMC) have
reported sharp increases in scam cases, reflecting the growing urgency of effective response
mechanisms.

To address this concern, Malaysia established the National Scam Response Centre (NSRC) in
2022. The NSRC serves as a centralized hub for scam reporting and rapid intervention, providing the
public with a hotline (997) that coordinates with law enforcement, banks, and telecommunications
providers. Despite the NSRC’s strategic role, limited research has investigated the determinants of
citizen utilization of its services.

Existing scholarship on technology adoption and protective behaviour emphasizes awareness, risk
perception, perceived ease of use, perceived usefulness, and social influence. Yet, little is known about
how these factors affect scam reporting in Malaysia. Moreover, socio-demographic variables such as
education may shape citizens’ readiness and ability to act, but empirical evidence remains sparse.

This study aims to address these gaps by examining the factors influencing the utilization of the
NSRC. Specifically, it investigates the impact of awareness, perceived risk, performance expectancy,
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effort expectancy, and social influence on NSRC utilization, while testing the moderating role of
education. The study is guided by two research objectives: (1) To examine the relationship between
citizen readiness and the utilization of the National Scam Response Centre (NSRC) in combating online
scams. (2) To identify the role of policing strategies in enhancing public engagement with the NSRC.

Theoretical Basis and Conceptual Framework

The research is based on three theoretical perspectives: Protection Motivation Theory (PMT),
Perceived Risk Theory (PRT), and the Unified Theory of Acceptance and Use of Technology (UTAUT).
These frameworks create a holistic view for understanding the preparedness of citizens when engaging
with the National Scam Response Centre (NSRC) to combat online scams.

Protection Motivation Theory (PMT)

PMT (Rogers, 1975) suggests that people enact protective behaviors when they assess a threat
as serious, and believe they can act effectively in response to it. Two cognitive processes drive such
behaviours: threat appraisal (the seriousness of the threat and personal vulnerability), and coping
appraisal (the effectiveness of response and self-efficacy). In this study, PMT informs the construct of
awareness, which represents citizens’ knowledge of scams and awareness of NSRC’s functions. When
citizens perceive scams to be serious and capable of responding to scam alerts, they will be more likely
to take part in protective mechanisms, such as the NSRC hotline.

Perceived Risk Theory (PRT)

PRT articulates behavioral reactions to uncertainty and potential loss (Bauer, 1960). With scams,
the individual concerned has potential risks regarding financial loss, identity theft, or retaliation by
scammers. There would also be potential risks to reporting, such as data privacy and doubts about the
security of the institution. Therefore, in this study, perceived risk is included as an antecedent to NSRC
use to recognize that increased risk may either promote reporting, or deter reporting based on the
contextual situation.

Unified Theory of Acceptance and Use of Technology (UTAUT)

UTAUT (Venkatesh et al., 2003) provides a robust model for understanding technology adoption.
Four constructs are particularly relevant: performance expectancy (belief that using the NSRC wiill
reduce scams and provide value), effort expectancy (ease of using the system), social influence
(perceptions of encouragement from peers, government campaigns, or media), and facilitating
conditions (availability of resources and support). In this study, performance expectancy, effort
expectancy, and social influence are applied to explain citizen readiness for NSRC utilization.

Education as a Moderating Variable

Education is posited as a moderator in this framework. Higher education levels are associated with
greater digital literacy, stronger information-processing abilities, and greater confidence in navigating
online systems. Thus, education is expected to strengthen the relationship between readiness factors
and NSRC utilization, particularly between awareness and utilization, as educated citizens may be
better equipped to translate awareness into concrete reporting behaviors.

443



Architectural Image Studies, ISSN: 2184-8645

Conceptual Framework
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Figure 1: Conceptual Framework
Methodology

In this study, the researchers utilized a formal quantitative, cross-sectional research design, using
a formalized survey to test the hypothesized relationships. A total of 416 targeted respondents were
recruited from multiple regions across Malaysia. The researchers ensured that the selected sample was
reflective of the population based on the sociodemographic groups of gender, age, education, and
geographically where the respondents were recruited, by strategically recruiting based on the
educational qualification of having a minimum degree. The questionnaire selected and developed by
the research team, measured six constructs of interest: awareness, perceived risk, performance
expectancy, effort expectancy, social influence, and NSRC utilization. All attitudinal scale items were
measured using five-point scale Likert items. A robust pilot study was conducted by the researchers to
ensure reliability and validity of the instrument. There were multiple steps in the analysis of the
participants, the data was processed utilizing Partial Least Squares Structural Equation Modelling (PLS-
SEM) via SmartPLS 4, which included, 1) evaluation of the measurement model, 2) evaluation of the
structural model, and lastly, 3) moderation analysis.

Results
Respondent Profile

The demographic profile of the respondents (Table 1) provides important context for interpreting
the findings. The sample of 416 respondents comprised predominantly males (63.9%), while females
accounted for 36.1 percent. The age distribution showed that the largest group was between 31 and 40
years (53.6%), reflecting the working-age population most exposed to digital transactions and,
consequently, to online scams. A significant proportion (23.1%) were aged between 51 and 60, while
16.6 percent were over 61, suggesting that older generations are also increasingly vulnerable.
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In terms of education, the majority held SPM (35.1%) and STPM (33.4%), while 24.5 percent had
diploma or degree qualifications. Only a small fraction (7%) held certificate-level education. This
distribution is particularly relevant given the study’s focus on education as a moderating variable. The
majority of respondents resided in urban areas (63.7%), reflecting higher digital exposure compared to
rural respondents (36.3%).

Table 1. Demographics of Respondents (N = 416)

Variable Category Frequency Percentage (%)
Gender Male 266 63.9
Female 150 36.1
Age 20-30 years 8 19
31-40 years 223 53.6
41-50 years 20 4.8
51-60 years 96 231
> 61 years 69 16.6
Education Certificate 29 7.0
SPM 146 35.1
STPM 139 33.4
Diploma/Degree 102 24.5
Location Urban 265 63.7
Rural 151 36.3

Descriptive Statistics

Table 2 presents descriptive statistics for the six constructs. Awareness (M = 3.56, SD = 1.09),
perceived risk (M = 3.65, SD = 1.13), and performance expectancy (M = 3.61, SD = 1.08) were rated
at moderate levels. This suggests that while respondents were aware of the existence of scams and
the NSRC, they were not highly confident in their knowledge or in the system’s effectiveness.

In contrast, effort expectancy (M = 3.67, SD = 1.09), social influence (M = 3.71, SD = 0.86), and
NSRC utilization (M = 3.85, SD = 1.11) were rated high. These findings suggest that respondents
generally perceived the NSRC to be user-friendly and supported by their social environment, and they
also expressed trust and willingness to engage with it.

The distinction between moderate and high ratings is important: it shows that while citizens are
generally supportive of the NSRC and find it accessible, gaps remain in raising public knowledge and
confidence in its overall effectiveness.

Table 2. Descriptive Analysis of Constructs

Construct Mean SD Level
Awareness 3.56 1.09 Moderate
Perceived Risk 3.65 1.13 Moderate
Performance Expectancy 3.61 1.08 Moderate
Effort Expectancy 3.67 1.09 High
Social Influence 3.71 0.86 High
NSRC Utilization 3.85 1.11 High

Measurement Model

The findings related to the dimensions of measurement model related to each study construct are
shown in Table 3. Reliability levels were satisfactory, with Cronbach's alpha ranging from 0.879 to
0.961, which is greater than the minimum standard of 0.70. Composite reliability (CR) levels were also
high ranging from 0.908 to 0.968 indicating sufficient internal consistency. Average Variance Extracted
(AVE) was much greater than the minimum standard of 0.50, ranging from 0.622 to 0.836, indicating
convergent validity. This suggests that the measurement tools in this research were both reliable and
valid, lending empirical support for further exploration of the structural model.

Table 3. Construct Reliability and Validity

Construct Cronbach’s Alpha CR AVE
Awareness 0.949 0.961 0.831
Perceived Risk 0.946 0.958 0.822
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Effort Expectancy 0.948 0.960 0.829
Social Influence 0.879 0.908 0.622
NSRC Utilization 0.935 0.947 0.721

Structural Model

The structural model explained 72.9 percent of the variance in NSRC utilization (R? = 0.729), which
is considered substantial in behavioural and social sciences research. This indicates that the five
predictors collectively accounted for nearly three-quarters of the variance in utilization, highlighting the
robustness of the model.

Table 4 shows the path coefficients and effect sizes. Awareness exerted the strongest positive
influence on NSRC utilization (B = 0.305, t = 7.761, p < 0.001, 2 = 0.177), confirming it as the most
critical driver of citizen engagement. This finding indicates that when citizens are more informed about
scams and the NSRC'’s role, they are significantly more likely to use the service.

Perceived risk also significantly influenced utilization (B = 0.238, t = 4.914, p < 0.001, 2 = 0.074).
This suggests that heightened concerns about scams—whether financial, reputational, or personal
security risks—motivate individuals to take preventive action by reporting to the NSRC.

Effort expectancy (B = 0.199, t = 4.184, p < 0.001, f2 = 0.050) and performance expectancy (f =
0.187,t=5.303, p < 0.001, 2= 0.065) were also significant predictors, demonstrating that perceptions
of usability and system effectiveness play key roles in shaping utilization. This underscores the
importance of ensuring that the NSRC reporting process remains simple, accessible, and efficient.

Social influence had the weakest but still significant effect (3 = 0.108, t = 2.924, p = 0.003, f2 =
0.026). This implies that encouragement from peers, family, community, and government campaigns
has a role, but less impact compared to awareness or perceived risk.

These results confirm that cognitive (awareness, perceived risk), functional (effort and
performance expectancy), and contextual (social influence) factors all contribute to explaining NSRC
utilization.

Table 4. Path Coefficients and Effect Sizes

Hypothesis Path B t- p- 2 Result
value value

HA1 Awareness — Utilization | 0.305 7.761 <0.001 0177 Supported

H2 Effort Expectancy — 0.199 4184 <0.001 0.050 Supported
Utilization

H3 Perceived Risk — 0.238 4914 <0.001 0.074 Supported
Utilization

H4 Performance Expectancy| 0.187 5.303 <0.001 0.065 Supported
— Utilization

H5 Social Influence — 0.108 2.924 0.003 0.026 Supported
Utilization

Moderation Analysis

The moderating effect of education was tested across the five predictor variables (Table 5). Only
the interaction between education and awareness was statistically significant (3 = 0.193, t = 5.905, p <
0.001). This indicates that education strengthens the positive relationship between awareness and
utilization. In other words, citizens with higher education levels were more likely to act on their
awareness of scams and use the NSRC effectively.

For the other predictors which are perceived risk, social influence, performance expectancy, and
effort expectancy was not significant. This suggests that education does not influence how these factors
translate into NSRC utilization.

447



Architectural Image Studies, ISSN: 2184-8645

The selective moderating role of education highlights that while education enhances the
awareness, utilization pathway, other readiness factors operate more universally across different
education levels.

Table 5. Moderating Effect of Education

Hypothesis Interaction B t- p- Result
value value

H6 Education x Awareness 0.193 5.905 <0.001 Significant

H7 Education x Perceived -0.091 1.887 0.059 Not Significant
Risk

H8 Education x Social 0.044 1.540 0.124 Not Significant
Influence

H9 Education x Performance | -0.004 0.106 0.916 Not Significant
Expectancy

H10 Educationx Effort -0.065 1.322 0.186 Not Significant
Expectancy

Discussion

The results confirm that readiness factors significantly predict NSRC utilization. Awareness was
the strongest predictor, indicating that citizens’ knowledge of scams and NSRC functions is vital for
engagement. Perceived risk also had a positive effect, suggesting that concerns about scams motivate
citizens to report, even when fears about data security remain. Effort expectancy and performance
expectancy highlight the importance of system usability and effectiveness perceptions. Social influence,
though weaker, underscores the role of peers, government campaigns, and media.

Education moderated only the relationship between awareness and utilization. This finding
demonstrates that higher education enhances the likelihood of translating awareness into action,
reflecting the importance of digital literacy in combating scams.

Conclusion

This study provides empirical evidence that awareness, perceived risk, performance expectancy,
effort expectancy, and social influence significantly influence NSRC utilization. Among these,
awareness emerged as the strongest determinant. Education played a selective moderating role,
strengthening the effect of awareness on utilization.

The findings highlight the need for targeted awareness campaigns and digital literacy programs to
promote active engagement with the NSRC. Simplifying reporting processes and building trust in the
system are essential steps toward combating the rising tide of online scams in Malaysia.
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