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Abstract  

The growth of regulatory cybersecurity systems across the globe has led to the development of a 
compliance-focused paradigm that, amid defining minimum security standards, frequently tends to 
overlook the adaptive, agile skills required of organisations to be cyber resilient. This paper will 
critically review the governance failures of compliance-based methods in cybersecurity and a new 
system of integrated governance that can accommodate both classic regulatory compliance and the 
principles of cyber resilience. With the assistance of a comparative analysis of the leading regulatory 
frameworks such as NIST CSF, ISO 27001, GDPR, NIS2 Directive, and DORA, and the analysis of 
high-profile cybersecurity incidents, we single out the systematic shortcomings in governance: 
checklist mentality, insufficient incident recovery procedures, ineffective accountability frameworks, 
and the lack of adaptive governance capabilities. The Cyber Resilience Governance Model we 
propose integrates compliance need with resilience concepts in four combined layers of governance, 
namely strategic, operational, and tactical and oversight with supporting continuous improvement 
mechanisms and cross-functional accountability frameworks. The framework fills in some critical 
gaps like adaptive risk management, organisational learning of incidents, supply chain resilience 
and human factors integration. The study is relevant to the body of research on cybersecurity 
governance in the sense that it offers both theoretical and practicable advice to policy makers, 
regulators, and organisational leaders who are in need of shifting their focus on reactive compliance 
to proactive resilience. These results are relevant to the corporate governance practices, regulatory 
design, and operationalisation of the cyber resilience of critical infrastructure areas. 

Keywords: Cyber Resilience, Cybersecurity Governance, Regulatory Compliance, Risk 

Management, Organisational Resilience, Governance Frameworks, Critical Infrastructure, Incident 
Response. 

 

Introduction 

The world cybersecurity environment has changed significantly in the last ten years with a dramatic 
growth in the rates of cyber-attacks, as well as their frequency and complexity. Based on the economic 
consequences of cybercrime, it is estimated that the risk will increase to $10.5 trillion every year by 
2025, and the impact of attacks on critical infrastructure has already shown how failures in any system 
can spread across the connections (Lone et al., 2023; Thakur & Pathan, 2020). This changing 
environment of threats has triggered a regulatory reaction of unprecedented scale and intensity, as 
governments and regulatory agencies the world over have introduced obligatory cybersecurity regimes 
in sectors such as financial services to healthcare and critical national infrastructures (Dupont, 2012; 
Sulich et al., 2021). 

The dominating regulatory model has been mainly aimed at instituting compliance-based models 
that require baseline security controls, reporting requirements, and governance model(Zarrabi Jorshari, 
2016). An example of this compliance-oriented paradigm is frameworks like the General Data Protection 
Regulation (GDPR), the Network and Information Systems Directive 2 (NIS2) the Digital Operational 
Resilience Act (DORA) and many versions of the NIST Cybersecurity Framework. Although these 
frameworks have certainly brought the standard of cybersecurity to a new level and established 
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mechanisms of accountability, there is an emerging body of evidence that indicates that there is a 
fundamental disconnect between the attainment of compliance and the real capability of 
resiliency(Loumachi et al., 2025). 

The Compliance-Resilience Paradox 

An in-depth analysis of the high-profile cybersecurity cases shows a problematic trend: 
organisations that passed the regulatory compliance tests often demonstrated a severe vulnerability 
under the pressure of complex attacks or systemic disruption (Zamil & Faruq, 2022). The 2021 Colonial 
Pipeline ransomware attack, the 2021 Solar Winds supply chain breach and the numerous times the 
healthcare sector has had organisations with ISO 27001 certification being breached demonstrate the 
fact that compliance documentation may not always equate to operational resilience(Mehmood et al., 
2025). This disjuncture - which we refer to as the compliance-resilience paradox - is indicative of 
inherent constraints regarding the manner in which the present regulatory frameworks are 
conceptualizing, measuring, and incentivising cybersecurity capability. These factors must be 
considered in the implementation of this approach (National Cyber Security Centre, 2022; U.S. 
Department of Homeland Security, 2023). 

The compliance-resilience paradox occurs at different planes. The compliance models generally 
focus on end of period evaluations, record keeping of controls, and compliance with recommended 
standards- developing the mentality of a check box that meets the audit test yet may ignore the dynamic, 
flexible capabilities that a robust organisation needs. Moreover, compliance frameworks are usually 
more concerned with prevention and detection, but little is said about response, recovery and 
organisational learning processes that create the difference between resilient systems and not just 
compliant systems (Qudus, 2025). 

Research Objectives and Questions 

The paper is based on the following main research question: How can cybersecurity governance 
and frameworks help to effectively address the gap between the requirements and organisational 
capabilities of cyber resilience in regulatory compliance? This general question is answered using four 
research questions: 

What are the fundamental governance gaps in current compliance-driven cybersecurity 
frameworks that impede the development of cyber resilience? 

How do major regulatory frameworks differ in their approach to resilience, and what insights can 
comparative analysis yield for future regulatory design? 

What governance mechanisms, structures, and processes are required to operationalise cyber 
resilience within organisations subject to regulatory requirements? 

What integrated governance model can effectively synthesise compliance obligations with 
resilience principles whilst addressing identified governance gaps? 

Conceptual Foundations 

This section forms the theoretical background that is needed to comprehend the interrelationship 
between regulatory compliance and cyber resilience. We analyse four interrelated areas of 
conceptualisation compliance-focused models of cybersecurity, cyber resilience differentiated out of 
traditional cybersecurity, governance and regulatory theory, and organisational resilience frameworks. 

Compliance-Driven Cybersecurity Models 

Compliance-based cybersecurity is a regulatory strategy where organisations deploy security 
controls, procedures and governance frameworks with the main purpose of meeting externally imposed 
requirements as opposed to meeting contextually relevant risks (Singh, 2025a). The development of 
this paradigm was based on technical regulatory paradigms used in areas like financial auditing, 
environmental protection, and occupational health and safety using a version based on the perceived 
necessity of minimum cybersecurity standards across industries and jurisdiction (Obioha-Val, 2025). 

There are a number of features that define the compliance model. First, it sets prescriptive 
standards which outline specific controls or practices that organisations should undertake and this sets 
up standardised minimum levels that are supposed to achieve minimum security(Kala, 2024). Second, 
it has assessment and certification mechanisms: audits, certifications, attestations which give an 
external confirmation of compliance status. Third, it generally contains enforcement measures, 
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penalties, sanctions, regulatory measures that establish incentives to obey. Fourth, it has a focus on 
documentation and evidence, which has organisations prove compliance by policy, procedure, and 
records (Sharma et al., 2023). 

Scholarly sources on compliance-based strategies have found advantages as well as drawbacks. 
Such advantages as standardisation allowing comparison and assessment across organisations, the 
development of minimum security baselines that improve the practice in particular among laggard 
organisations, provision of a set of clear accountability with defined roles and responsibilities, and 
creation of clearer structures reducing uncertainty surrounding security requirements are brought about 
(Hossain et al., 2022). Nevertheless, experts have started to find the weaknesses: the propensity to 
checkbox compliance where organisations address letter and not spirit of requirements; a lack of 
dynamic to organisation-specific contexts and risk profiles; the focus on one-time, point-in-time 
evaluations as opposed to continuous improvement; and the possibility of crowding out innovation and 
context-appropriate security investments (Melaku, 2023a). 

Cyber Resilience: Conceptual Distinctions 

Cyber resilience denotes a paradigm shift in thinking as compared to traditional cybersecurity, yet 
the two terms have been confused in reality. Unlike conventional cybersecurity, which mostly focuses 
on prevention and protection, i.e., keeping the adversaries outside the organization and ensuring that 
the systems stay intact, cyber resilience recognizes that successful attacks and compromises of the 
systems are inescapable and focuses on the ability to foresee, resist, recover, and adapt to the negative 
cyber incidents (Melaku, 2023b; Shrestha, 2025). 

According to the National Institute of Standards and Technology, cyber resilience refers to the 
capacity to foresee, endure, recuperate, and modify the adverse state, load, assaults, or infiltration of 
the systems that employ or empower cyber assets (Faruq & Mollah, 2021). In this definition four 
fundamental capacities are involved. Anticipation entails proactive threat intelligence, scenario 
planning, and risk assessment that helps organisations to realise potential threats before they occur. 
The ability to keep critical functions intact in the face of attacks due to redundancy, segmentation and 
continuity is referred to as withstanding. Recovery refers to the capability to recover normal operations 
efficiently and promptly after incidences. Adaptation entails incident-based learning and development 
of counter measures to resolve arising threats and vulnerabilities (Oh et al., 2025a; Young, 2025a). 

Regulatory Cybersecurity Framework Landscape 

The international cybersecurity regulatory environment has become a complicated network of 
frameworks, standards, and requirements that all differ in the scope of the area, strategy, and 
implementation systems (Anil & Babatope, 2024a). This section compares key frameworks, their 
implications on governance, implementation issues and their method of treating resilience. 

NIST Cybersecurity Framework 

The NIST Cybersecurity Framework (CSF), which was first published in 2014 and most recently in 
2024 (version 2.0), is a voluntary and risk-based framework to assist organisations in dealing with 
cybersecurity risks. In a reaction to the Executive Order 13636 because of the need to protect critical 
infrastructure, the framework has six main functions in which the cybersecurity operations are 
organised: Govern, Identify, Protect, Detect, Respond, and Recover (White & Sjelin, 2022). The NIST 
CSF implications of governance revolve around its voluntariness and flexibility of application (Möller, 
2023). Although in practice, it is not required by law in most organisations, it has become the de facto 
standard especially in the critical infrastructure sectors and supply chain demands. The model clearly 
touches on the issue of resilience using its Respond and Recover functions, which focus on incident 
response, recovery planning and the process of improvement (Alshar’e, 2023; Calder, 2018). 

ISO/IEC 27001 and 27002 

The ISO/IEC 27000 family is an international standard of an information security management 
system (ISMS) and ISO 27001 is a standard outlining requirements to establish, implement, maintain, 
and continuously improve an information security management system (ISMS), and ISO 27002 is a 
standard that provides a detailed guideline on security control. The standard is focused on a process-
oriented strategy that focuses on risk assessment, risk treatment and continuous improvement of risk 
treatment using Plan-Do-Check-Act loops(Calder, 2020; Disterer, 2013). 
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Figure 1: PDCA cycle in ISO 27000. (ISO 27000, 2009)  

The figure 1, shows the Plan-Do-Check-Act (PDCA) cycle employed in ISO/IEC 27001 to build and 
continually enhance an Information Security Management System (ISMS), and ISO/IEC 27002 is a 
more practical approach to the selection and application of controls. During the Plan phase organization 
will identify information assets, evaluate risks, and select suitable security measures, during Do, these 
measures should be put into action and operated, during Check, monitoring and evaluation of 
performance and effectiveness of the information security measures must be observed and finally under 
Act corrective and preventive actions must be undertaken to improve the ISMS so that the information 
security practices continuously improve. 

Governance implications consist of the standard requirements on commitment of the top 
management, security policies, role and responsibility definition, and management review. 
Accountability is developed by the certification process, as it entails third party audits. But critics claim 
that the control-focused nature of the standard is thorough but that it can focus on documentation and 
compliance, rather than on effective security and resiliency, in practice(Alrehili & Alhazmi, 2024). 

NIS2 Directive and DORA 

In 2022, the Network and Information Systems Directive (NIS2) was revised, adding to the range 
of actions in the field of cybersecurity regulation in the EU on a larger scale (Clausmeier, 2023). NIS2 
expands sectoral and organisational requirements, reinforces security requirements, harmonises 
enforcement and presents clear-cut supply chain and incident notification requirements (Vandezande, 
2024). In contrast to its predecessor, NIS2 increases the responsibility of management bodies since it 
explicitly states that they must approve cybersecurity risk management measures and control 
implementation (Ivaščevs et al., 2025). 

DORA (Digital Operational Resilience Act), which will become effective in January 2025, creates 
a broad framework of digital operational resilience in particular to the EU financial sector. DORA is 
unique in terms of explicitly focusing on resilience as opposed to security or compliance, ICT risk 
management, incident reporting, resilience testing of operations, third-party risk management, and 
sharing of information (Boddy, 2024). Under the regulation, management bodies are expected to have 
a final accountability in the management of ICT risks and within it, a number of governance 
arrangements are required such as definition of roles and responsibilities, sufficient allocation of 
resources, and periodic reporting to the management (Espinoza et al., 2023). 

Table 1: Comparative Regulatory Framework Analysis 

Framework Scope Approach Resilience 
Focus 

Key 
Governance 
Requirements 
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NIST CSF 2.0 Cross-sector, 
critical 
infrastructure 

Principles-
based, risk-
focused 

High—explicit 
Respond/Recover 
functions 

Govern function; 
risk 
management; 
continuous 
improvement 

ISO 27001:2022 International, all 
sectors 

Process-based 
ISMS 

Moderate—
business 
continuity controls 

Top 
management 
commitment; 
PDCA cycles; 
management 
review 

NIS2 Directive EU 
essential/important 
entities 

Risk 
management 
and resilience 

High—explicit 
resilience 
requirements 

Management 
oversight; supply 
chain; incident 
notification 

DORA EU financial sector Comprehensive 
operational 
resilience 

Very High—
centred on 
resilience 

ICT risk 
management; 
resilience 
testing; third-
party oversight 

GDPR EU/EEA personal 
data 

Principles-based 
with specific 
requirements 

Low—data 
protection focus 

Accountability; 
DPO 
requirements; 
breach 
notification; 
DPIA 

The table 1, gives a comparative existence of key cybersecurity and data governance frameworks 
by analysing their scope, regulatory approach, resilience orientation, and governance requirements. 
NIST CSF 2.0 cuts across the industries, particularly critical infrastructure utilizing a principles-based, 
risk-oriented strategy with robust resilience elements and explicit response and recovery functions, 
along with requirements of governance, risk management, and continuous improvement. Internationally 
applicable industry-wise, the ISO 27001:2022 standard uses a systematic Information Security 
Management System (ISMS) by placing moderate focus on resilience largely through business 
continuity controls, along with strong management commitment and cycles of improvement. The NIS2 
Directive is focused on fundamental and valuable EU bodies and ensures risk management and 
resilience responsibilities, such as supply chain security and incident reporting that have direct 
management. Specialized in the EU financial sphere, DORA puts the most emphasis on operational 
resilience, requiring ICT risk management, resilience testing, and control over the third-party service 
providers. Contrary to this, GDPR basically deals with personal data protection in the EU/EEA with little 
resilience thought, and focuses on accountability, data protection governance, breach notification, and 
impact assessment. On the whole, the comparison reveals that there is a way to data protection 
frameworks to more resiliency-focused cybersecurity governance frameworks. 
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Figure 2: NIS2 Vs. DORA: EU Cybersecurity Regulations 

The figure 2, is a comparison of the two significant cybersecurity regulations the EU has issued, 
namely, NIS2 and DORA, in terms of scope, priorities, and the implications of their governance. The 
revised NIS2 (2022), is more comprehensive in cycling cybersecurity requirements through most 
sectors, aligns enforcement of cybersecurity across EU member states, refines supply chain and 
incident reporting responsibilities, and substantially increased management responsibility by obligating 
leaders to affirm and monitor cybersecurity risk management. Conversely, DORA, which is effective as 
of January 2025, focuses particularly on the EU financial sector and is based on the idea of digital 
operational resilience, which extends beyond most traditional security compliance. It requires ICT risk 
management, resilience testing, incident reporting, third-party risk management and information sharing 
and lays ultimate responsibility on the management bodies concerning ICT risks through proper 
governance structure, defined roles, sufficient resources and frequent reporting. Collectively, the 
illustration indicates that as much as NIS2 introduces more extensive governance of cybersecurity, 
DORA offers a more detailed framework of resilience-related regulation of financial institutions 

Governance Gaps in Compliance-Driven Security 

Regardless of the spread of regulatory cybersecurity frameworks and the growing organisational 
commitment to compliance efforts, it is still evident that there are large governance gaps, which 
compromise the creation of true cyber resilience (Folorunso et al., 2024). This section analyses these 
gaps in a systematic manner by exploring how compliance-based strategy generates structural 
weaknesses that expose organisations as vulnerable in spite of seemingly complying with regulation. 

Checklist Compliance Mentality 

The most widespread governance gap manifests through what scholars describe by the term 
checklist compliance that is the propensity to turn cybersecurity into a set of discrete and auditable 
controls that can be implemented, documented and certified without the development of built-in 
resiliency capabilities (Akinsola, 2025). The phenomenon is the rational organisational reactions to the 
regulatory incentives: documentation of compliance offers the defensible evidence of due diligence, 
meets auditors and protects organisations against liability. The compliance mentality gives rise to what 
Power (2007) refers to as organised hypocrisy the presence of formal structures and processes, which 
symbolically reflect compliance but do not actually fulfil security goals (Gómez et al., 2025). The 
governance gap has a number of instances. The compliance activities lose the touch with the risk 
management and the security teams are focused on the needs of the auditors instead of the real threat 
(Omolere, 2025). The prioritisation of investments give more importance to controls that satisfy 
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compliance appropriations rather than those that mitigate risks which are specific to the organisation 
(Popoola & Ibrahim, 2024). 

Inadequate Operational Resilience Focus 

The majority of regulatory frameworks tend to prioritize prevention and protection, keeping 
enemies out, ensuring data confidentiality and integrity, and keeping unauthorised access to a minimum 
(Lichte et al., 2022). Although these goals are critical, the sole emphasis on prevention makes 
prevention leave a gap in governance concerning the ability to respond, recover, and adapt to the 
situation. Organisations can have high compliance rating of preventive controls and still have poor 
incident response, lack of backup and recovery system, or even no business continuity plan in case of 
cyber incident (Ositashvili, 2024). The gap in operational resilience is in the form of various critical gaps. 
Incident response plans are there to meet compliance needs but are not tested, which creates a false 
sense of security that vanishes in case of incidents. Business continuity planning considers cyber 
incidences as secondary to the conventional disaster planning. Compliance recovery time objectives 
and recovery point objectives are set, but not tested (Buttigieg & Zimmermann, 2024). 

Fragmented Accountability Structures 

Cybersecurity roles are usually defined in compliance frameworks at the IT or security functions 
forming organisational silos that hinder overall resiliency. The fragmentation is vertical and horizontal, 
which is not enough board engagement and executive accountability and the coordination between 
business functions, IT, risk management, legal and operational units (Singh, 2025b). The governance 
at the board level is highly lacking even in organisations that claim to comply with the requirements of 
governance (Heim, 2023). Board members are often not cybersecurity experts to offer valuable 
oversight, delegate to technical experts without challenging the strategy, get compliance-oriented 
reporting that masks risk exposure and do not have consistent supervision but only engage 
intermittently (Agarwal & Shah, 2024; Azmi et al., 2018; Fan, 2024). Horizontal fragmentation brings 
about coordination failure. The security teams cannot see or have control over business processes and 
technology decisions that pose risks. 

Weak Incident Learning Mechanisms 

Security incident organisational learning is a crucial resilience ability, although compliance systems 
fail to accommodate learning processes poorly. Although most of these frameworks mandate that the 
incident should be reported to the regulators, they do not force or encourage the systematic analysis 
and learning and improvement that ought to be conducted after the occurrence of the incident (Ahmad 
et al., 2020; Taylor et al., 2021). Post-incident reviews sometimes by organisations often focus on what 
caused the incident, including immediate technical factors, such as the vulnerability that was exploited, 
the credential that was compromised, but usually not on the deeper governance failures, systemic 
failures, or strategic consequences (Rezazade Mehrizi et al., 2022). Learning gap works on various 
levels. Technically, organisations can fix individual vulnerabilities without responding to larger trends of 
security debt or architectural vulnerabilities. On the operational level, they can be able to change certain 
processes without looking into the root process failures and capacity limitations (Huber et al., 2009). 
Through the governance level, they hardly challenge strategic assumptions, resource allocation 
choices, and organisational structures which facilitated incidents. 

Table 2: Governance Gap Matrix 

Governance Gap Compliance 
Manifestation 

Resilience 
Requirement 

Governance 
Mechanism 

Checklist 
Compliance 

Controls for audit 
success; 
disconnected from 
risk 

Context-aware, risk-
based security 

Integrated risk 
governance; 
effectiveness metrics 

Prevention Bias Overemphasis on 
prevention; 
inadequate 
response/recovery 

Rapid detection, 
effective containment, 
swift recovery 

Incident response 
governance; business 
continuity; resilience 
testing 

Fragmented 
Accountability 

Siloed security 
function; weak board 
engagement 

Clear ownership; 
cross-functional 
collaboration 

Three lines model; 
cyber risk committee; 
RACI matrices 
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Static Governance Fixed policies; slow 
adaptation 

Dynamic threat-
informed security; 
adaptive capacity 

Threat intelligence 
integration; 
continuous 
improvement 

Weak Learning Superficial incident 
reviews; repeated 
mistakes 

Systematic learning; 
root cause analysis 

Post-incident review 
process; lessons 
learned repository 

The Governance Gap Matrix in table 2, identifies the generic vulnerabilities in organizational 
cybersecurity governance and compares them to the resiliency that is possible to mitigate the 
vulnerability, and indicates how such vulnerabilities can be remedied. Most organizations have a 
checklist compliance whereby controls are established with the primary aim of meeting the audit 
process, as opposed to focusing on the actual risks; resilience demands context-based, risk-based 
security enabled through integrated risk governance and performance metrics. An insufficient 
preparation of incident response and recovery is often caused by a prevention bias, and resilient 
systems are prepared to quickly detect, contain, and recover through incident response governance 
and resilience testing. Divided responsibility leads to siloed security operations and lack of leadership 
involvement whereas resilience needs to be defined ownership and cross-functional integration using 
governance frameworks such as cyber risk committees and responsibility frameworks. Fixed 
governance structures find it difficult to respond in line with changing threats and therefore constant 
improvement and integration of threat intelligence is critical to resilience. Lastly, the presence of weak 
organizational learning whereby analysis of incidents is done poorly and repetitive errors made should 
be substituted with systematic post-incidents reviews and institutional learning processes. Generally, 
this table demonstrates that resilience demands adaptive, coordinated, and continuously learning 
governance systems, as opposed to compliance-driven and reactive ones. 

From Compliance to Cyber Resilience: Transition Mechanisms 

This model shows the four levels of organizational cybersecurity maturity in four quadrants. Q2 
with the red border is the so-called compliance gap wherein organizations obtain high compliance 
scores and low resilience capabilities, which is the core of the current study. The blue arrow shows how 
much it has to shift the governance to Q4 which is the desired state of integrated governance between 
high compliance and high resilience. 

 

Figure 2: Compliance vs Resilience Maturity Model 

The figure 2, provides a Compliance vs. Resilience Maturity Model that depicts the maturity of 
organizations in two dimensions, as compliance maturity (horizontal axis) and resilience capability 
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(vertical axis). Low compliance and weak resilience is the condition of organizations in Q1 (Vulnerable), 
which exposes them to operational and cyber risks. Q2 (Compliance Gap) are those organizations that 
have attained regulatory compliance but are operationally fragile, posing a gap in governance in which 
controls are present but recovery and adaptive capabilities are very weak. Q3 (Ad-hoc/Reactive 
Resilience) includes those organizations which demonstrate high resilience practices, yet have 
inadequate formal compliance systems. The Q4 (Integrated Governance) desired state is the one with 
high compliance, and high resilience, where governance, risk management, and operational practices 
are completely integrated so that organizations can respond to, overcome, and recover, as well as meet 
regulatory requirements, in this way. The arrow of upward transition shows the strategic necessity to 
shift to integrated governance which is resilience-oriented rather than compliance-oriented. 

The given model is consistent with the literature on resilience governance that states that 
organizations should not rely on compliance-based security but, instead, develop adaptive, risk-aware 
resilience competencies to effectively handle contemporary systemic risks (Carías et al., 2020; Zighan, 
2024). A shift toward real cyber resilience over compliance-based cybersecurity necessitates a major 
shift in organisational governance, culture, capabilities, and measurement strategies. This shift cannot 
be described only as additive, i.e. the introduction of resilience capabilities and compliance activities 
that are already in place, but transformative that demands the redefinition of cybersecurity as a strategic 
organisational ability, but not as a regulatory imposition (Pemmasani, 2023). 

Adaptive Risk Management 

The core competency to cyber resilience is adaptive risk management, where the current, dynamic, 
threat-driven risk management replaces passive, sporadic risk analysis. This necessitates the 
incorporation of threat intelligence and vulnerability management, asset criticality analysis and business 
impact analysis into an integrated set that is used to make real-time decisions instead of relying on an 
annual compliance cycle (Itani et al., 2024). Adaptive risk management involves some important 
components to implement. Organisations need to have a continuous monitoring ability that offers 
insights into their security posture, threat landscape and control efficacy (Sabidi & Zolkipli, 2024; Young, 
2025b). They need to build threat intelligence that will guide risk determination with the existing threat 
actor tactics, techniques and processes. They will have to develop risk quantification procedures that 
will enable them to convert the technical vulnerabilities and threats into the business impact measures 
(Aghazadeh Ardebili et al., 2024; Bahmanova & Lace, 2026). 

Organisational Resilience Integration 

Cyber resilience is not possible without the inclusion of technical security but must be incorporated 
with more organisational resilience capacity (Bima & Intan, 2024). This integration acknowledges the 
fact that cyber incidents carry business implications such as disruption of operations, financial losses, 
reputational losses, regulatory fines which are not limited to IT systems (Novokreshchenova, 2025). 
The mechanisms to integrate involve joint scenario planning and testing, which is conducted in both 
technical and business terms, unified governing structures which encompass cybersecurity and 
operational risk and business continuity leaders, integrated crisis management processes, and 
standardized metrics and reporting structures which allow assessment of resilience in a holistic form 
(Rajola et al., 2025). 

Continuous Resilience Validation 

One of the main differences between compliance and resilience can be seen in the validation. 
Compliance may be illustrated by documentation and audits at a point in time. On the other hand, 
resilience must be constantly tested under what can be considered real-life conditions, and its ability to 
withstand pressure made in stressful situations. Some validation methods are technical resilience 
testing, tabletop exercises, crisis simulation exercises, red team assessments, and supply chain 
resilience testing (Uddoh et al., 2021). These type of validation activities are not only useful in proving 
compliance. They find holes in plans, procedures and capabilities; they establish organisational muscle 
memory of crisis response; they expose dependence and single points of failure; they authenticate 
communication protocols and decision-making processes and evidence of continuous improvement 
(Choi et al., 2023; Conklin & Shoemaker, 2017). 

Proposed Cyber Resilience Governance Framework 

This section provides an integrated Cyber Resilience Governance Framework based on the 
governance gaps analysis and needs at the transition that synthesises compliance requirements and 
resilience principles. The framework works at four governance levels, including Strategic, Operational, 
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Tactical and Oversight, and each has specific roles, processes and integration mechanisms(Melaku, 
2023c). The resiliency life cycle consists of six phases related to each other in the form of a constantly 
improving cycle. This model focuses equally on response, recovery, and adaptation as opposed to the 
traditional compliance methods that have placed more emphasis on prevention and detection(Anil & 
Babatope, 2024b). The main cycle of Continuous Improvement is an indicator of the perpetual character 
of resilience governance(Christine & Thinyane, 2022). Gray arrows reveal the cycling movement among 
stages, whereas the governance integration locations on the bottom denote how the board oversight, 
metrics, cross-functional coordination, and regulatory compliance are integrated all over the cycle 
instead of being separate activities. 

 

Figure 3: Resilience Governance Lifecycle and Continuous Improvement 

The figure 3, depicts the Resilience Governance Lifecycle and Continuous Improvement model, 
which states how organizational resilience is worked out in the model of a constantly developing 
governance and operational cycle. The lifecycle passes through six phases that are interrelated and 
directed towards ensuring that the institutions do not only avoid and detect disruptions but also respond, 
recover, and keep adapting to the new risks, namely, Identify, Protect, Detect, Respond, Recover, and 
Adapt. Under Continuous Improvement, which is in the centre, it is stressed that resilience is not a first-
time event but a process that is sustained through lessons gained and performance appraisal. Layered 
governance functions and multiple levels of operation support this lifecycle including strategic 
leadership and board control, performance measurements and monitoring, cross-functional operation 
coordination and regulatory compliance function which are integrated during the cycle and not 
independent. The arrows on the circle show the adaptive resilience governance as an ongoing process, 
with the information regarding incidents and operations returning to the planning and preparedness, so 
organizations become stable and adaptable to changing cyber and operational challenges. 

Strategic Governance Layer 

Cyber resilience governance responsibilities are included in the strategic layer that covers board 
and executive leadership in cyber resilience (Harizaj et al., 2025). This layer is seen to formulate 
strategic direction, risk appetite, resource allocation, and accountability models (Oh et al., 2025b). 
Among the key elements are board-level cyber risk committee having clear responsibilities and regular 
meeting cadence, the cyber risk appetite statements detailing the levels of disruption that can be 
tolerated, and recovery expectations, strategic resilience roadmap aligned with business strategy and 
digital transformation initiatives, executive accountability framework with clear responsibility of 
resilience outcomes, and periodic strategic reporting on resilience posture, results of testing, and 
risks(Panda & Bower, 2020; Prakesh et al., 2024).  The strategic layer aligns compliance requirements 
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and business needs in such a way that resilience investments are tracked to organisational needs and 
risk tolerance. It offers the executive power and allocation of resources required to use in the face of 
disaster and, at the same time, the accountability offered by board control (Khaleel et al., 2025). 

Operational Governance Layer 

Strategic direction is converted into operational programmes, processes and capabilities through 
the operational layer. This layer involves cross-functional co-ordination, programme management and 
operational risk management (Halliday, 2023). This has components such as cyber resilience 
programme office, which coordinates all activities across functions, integrated risk management relates 
to links cyber risks to enterprise risk management, business continuity and crisis management 
integration, supply chain and third-party risk governance, and workforce capability development such 
as training, awareness, and specialised expertise (Cheng & Xiao, 2025). This level eliminates 
organisational silos based on cross-functional forms of governance in order to see cybersecurity 
integrated into business operations, technology decisions, and risk management as opposed to being 
a discrete, technical operation (Bagheri et al., 2023; Ndibe, 2025). 

Tactical Execution Layer 

The tactical layer includes day-to-day security operations, technical implementation and incident 
response capability. Elements are; security operations centre and continuous monitoring and threat 
detection; incident response team and a set of procedures and decision authority; vulnerability and 
patch management with risk prioritisation; identity and access management with adapting 
authentication; and resilience testing programme including technical testing, exercise, and validation 
(Verma et al., 2025; Yano et al., 2015). This layer applies the technical and operational resilience 
capabilities needed without compromising the regulatory requirements. It gives the operational 
excellence required in the prediction of threats, resistance to attacks, and recovery of events(Campbell, 
2020). 

Assurance and Oversight Layer 

Independent validation, audit and continuous improvement mechanisms are offered by the 
assurance layer (Ebuzor, 2024). Elements are internal audit and cybersecurity expertise and resilience-
oriented audit programmes; regulatory compliance oversight and reporting; independent resilience 
testing such as penetration testing and red team exercises; lessons learned programme involving 
lessons learnt through incidents and near-misses; and continuous improvement process, which 
involves translating lessons into capability improvements(Pham & Nguyen, 2023). The initiative under 
discussion will be implemented to address the challenges of preventing cybercrime and uncovering the 
threats. This layer guarantees that governance systems operate efficiently, that compliance 
requirements are fulfilled and that resiliency is achieved via an independent evaluation. It gives the 
feedback loops that are required to allow organisational learning and adaptation(Babeshko et al., 2024). 

Case Studies:  

This section looks at notable cybersecurity incidents that shed light on the interaction between 
compliance with the regulations, governance structures, and resilience ability. Both cases illustrate the 
extent to which organisations that passed formal compliance still had significant vulnerabilities, along 
with displaying some of the factors that supported or hindered successful response and recovery. 
Integrated governance model runs through four varied layers that are however interconnected. The top 
Strategic layer offers board and executive direction and oversight. Operational layer integrates cross-
functional activities and the integration of enterprise risks. Day to day security operations and resilience 
testing are carried out at the Tactical layer. Assurance layer assures and offers continuous 
improvements. Top-down governance flow is represented by blue arrows, and the bottom-up learning 
and adaptation is facilitated by the red feedback loop. The lower panel proposes six major integration 
mechanisms which facilitate smooth operation of the structure. 
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Figure 4: Proposed Cyber Resilience Governance Model 

The figure 4, provides a Cyber Resilience Governance Model that is designed with four interrelated 
governance levels that transform strategic intent to operational implementation and hold accountability 
and a continuous improvement process. The Strategic Governance Layer is the highest layer, which 
provides the overall direction by board and executive leadership, establishing risk appetite, distributing 
resources, and establishing executive responsibility to cyber resilience. The operation of this strategy 
is implemented using Operational Governance Layer, which manages the cross-functional operations, 
integrates cyber risks into enterprise risk management, and controls supply chain and third-party risks. 
Under this, the Tactical Implementation Layer provides detailed security and resilience activities, 
including security operations, technological controls, testing resilience, and business continuity, in the 
case of disaster recovery and crisis management. Topping all the layers, there is the Assurance and 
Oversight Layer which offers independent audit, compliance monitoring, and constant improvement so 
that it can become effective and adaptive over the time. All levels are linked with feedback loops and 
integration mechanisms, threat intelligence sharing, unified resilience metrics, risk appetite cascading, 
incident learning, cross-functional collaboration, and regulatory alignment help all levels to ensure that 
cybersecurity is an integrated governance activity and not a technical activity with isolated functions to 
ensure that organizations continue to improve resilience to changing threats. 

Colonial Pipeline Ransomware Attack (2021) 

The Colonial Pipeline ransomware is one of the most significant ransomware attacks on critical 
infrastructure, which impacted the fuel supply of the Eastern United States in six days(Analytica, 2021). 
The case is especially educative in that Colonial Pipeline had numerous regulatory frameworks such 
as TSA pipeline security requirements and had cybersecurity programmes that were aimed to meet 
these requirements. However, the network was breached by the attackers using a legacy VPN account 
that had no multi-factor authentication. Including the homeland security, the department of homeland 
security, is among the government agencies that have furthermore provided additional details on this 
matter (US Department of Homeland Security, 2023). Governance failures comprised the lack of IT/OT 
segmentation, even though it is a recognised best practice; deficiency in monitoring and detection; 
absence of tested incident response and recovery plans, tailored to ransomware incidents; and an 
operational decision to pre-emptively shut down, which represented uncertainty as to the integrity of the 
OT systems(Hobbs, 2021). The incident also triggered regulatory changes such as obligatory 
cybersecurity measures among critical pipeline operators and proved that industry-specific operational 
experience should be supplemented by generic requirements (Dudley & Golden, 2021; Sparkes, 2021). 
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SolarWinds Supply Chain Compromise (2020) 

The SolarWinds incident is an example of a complex supply chain attack whereby hackers attacked 
the software build environment of a popular IT management solution and delivered malicious updates 
to about 18,000 clients including government agencies and Fortune 500 firms (Wolff et al., 2021). The 
event has significant governance repercussions, as it has shown that the conventional perimeter-based 
approach to security and compliance frameworks fail to provide sufficient poles on supply chain risks. 
The main reception was common, with it being noted that merely two out of every three businesses 
experience an attack annually (Huddleston et al., 2021). The general perception was typical, as two out 
of three companies have been reported to be subjected to an attack each year (Ghanbari et al., 2024). 
Among the lessons presented by governance, are the limitations of traditional vendor risk assessments 
due to their emphasis on contractual compliance over security practices; the risk posed by software 
monocultures, aggregation by vendors; the difficulty of identifying advanced patient adversaries who 
are insiders in trusted systems; and the systemic characteristics of supply chain risk that cannot be 
managed by individual organisational policies (Martínez & Durán, 2021). 

Healthcare Sector Ransomware Epidemic 

Despite the widespread HIPAA compliance, the healthcare sector has witnessed ongoing, grave 
ransomware assaults on hospitals, health care systems, and medical equipment producers. All of these 
occurrences overall indicate that compliance with HIPAA, despite its creation of minimum security 
standards, is ineffective against the modern-day threat environment(Minnaar & Herbig, 2021). Specific 
governance gaps in healthcare are distinct operational limitations that make security implementation 
more difficult; resource limitations especially small community hospitals; fragmented IT infrastructure 
across multiple vendors and systems; and incident response issues when operational failure poses a 
direct threat to patient safety (Neprash et al., 2022). The lessons on resilience highlight the paramount 
role of business continuity planning that ensures patient care capabilities in the time of IT outages, 
paper-based backup processes, and quick recovery capabilities (Stachtiaris, 2022). 

Table 3: Comparative Case Study Analysis 

Incident Regulatory 
Context 

Governance 
Failure 

Resilience Gap Key Lesson 

Colonial 
Pipeline 

TSA Pipeline 
Security 

IT/OT 
segmentation; 
legacy systems 

Untested 
incident 
response 

Resilience 
testing must 
include 
ransomware 
scenarios 

SolarWinds Multiple 
frameworks; 
SOC 2 

Build 
environment 
security; 
software integrity 

Detection 
against 
sophisticated 
adversaries 

Supply chain 
risks require 
systemic 
governance 

Healthcare 
Ransomware 

HIPAA Security 
Rule 

Resource 
constraints; 
legacy systems 

Business 
continuity for life-
critical 
operations 

Sector-specific 
constraints 
require tailored 
resilience 

The table 3, presents three significant cybersecurity incidents on the basis of how regulatory 
compliance is not sufficient to achieve operational resilience with the focus made on the governance 
and resilience gaps that are evident in each instance. At the Colonial Pipeline incident, adherence to 
the TSA pipeline security requirements was insufficient to prevent operational disruption, and 
governance weaknesses (poor IT/OT segmentation and use of legacy systems) compounded the 
problem, whereas the lack of incident response plans test failed to indicate resilience failures, reflecting 
the fact that resilience exercises need to be spelt out to include ransomware scenarios. The SolarWinds 
breach of supply chain happened in organizations that are already compliant with various frameworks 
such as SOC 2 but governance lapses in securing software development environments and protecting 
software integrity enabled attackers to compromise trusted systems, suggesting a resilience void in 
identifying the existence of highly advanced adversaries and the necessity of systemically managing 
supply chain risks. Likewise, the continued ransomware attacks in the healthcare sector in spite of 
HIPAA compliance demonstrate that the resource constraints and outdated infrastructure pose 
challenges to proper governance, and that lack of business continuity planning endangers the life-
critical healthcare activities, showing that operational specificities of the sector need specific resilience 
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plans and not universal compliance. Comprehensively, the comparison illustrates that the maturity and 
resilience capabilities in governance are to be transformed to go beyond compliance in the regulations 
to respond to the real-life operational risks. 

Discussion: Policy and Practice Implications 

The regulation framework and gap analysis as well as case studies analysis discloses some 
important insights that can have an impact on policymakers, organisational leaders, and cybersecurity 
researchers. This part summarises research and examines its theoretical and practical implications. 

Regulatory Design Implications 

The study reveals that good cybersecurity regulation is one that goes beyond conventional 
compliance paradigms to models that expressly develop resilience capacity(Idengren, 2024). This 
involves a number of regulatory reorientations. First, regulations must embrace outcome-based 
requirements, which define resilience goals, including maximum tolerable disruption periods, or 
recovery time goals, as opposed to defining technical controls. Second, the legislation ought to require 
validation of resilience capabilities by testing requirements(Adabara et al., 2025). The regulations ought 
to include specific learning requirements, which would involve systematic post-incident analysis and an 
indication of improvements. 

The study shows that efficient cybersecurity regulation should not be limited to conventional 
approaches of compliance but should be implemented in frameworks that clearly develop resilience 
capacities. This entails a number of changes in regulation strategy. One, the regulations must embrace 
the use of outcome-based requirements that lay down the resilience goals. Second, the regulations are 
to be required to be validated by testing. Third, they are to include clear learning requirements. 

Organisational Governance Implications 

The study notes that regulatory compliance, though required, is not enough to ensure cyber 
resilience in organisational leaders. The boards and corporate leaders need to rebrand cybersecurity 
as a technical compliance requirement to a strategic capability that needs active management. The 
governance at the board level should move further than the compliance monitoring to the strategic 
resilience management (Hassan et al., 2022). This demands that boards build cyber literacy, reporting 
on resilience capabilities, engage in planning skills and resources must be sufficient. Executive 
management tends to consider cybersecurity as a technical issue to be assigned to and not a strategic 
risk to be addressed proactively (Zaki, 2025). The study has shown that the executive should be 
involved in resilience governance, especially when it comes to resource distribution, cross-functional 
integration, and crisis decision-making. Good resilience entails top management that is aware of cyber 
risks and capable of expressing risk appetite as well as being an advocate of organisational culture that 
builds resilience rather than compliance. 

Policy and Managerial Recommendations 

Based on the research findings, this section provides specific, actionable recommendations for 
different stakeholder groups involved in cybersecurity governance. 

Recommendations for Governments and Regulators 

Evolve regulatory frameworks toward outcome-based requirements that specify resilience 
objectives rather than prescriptive technical controls. 

Mandate resilience validation through regular testing including scenario-based exercises and 
threat-led penetration testing (National Cyber Security Centre, 2022). 

Establish sector-level resilience coordination mechanisms addressing systemic risks from 
interconnections. 

Harmonise overlapping regulatory requirements across jurisdictions to reduce compliance 
complexity. 

Incentivise proactive resilience investment through regulatory recognition programmes. 

Recommendations for Boards and Executive Leadership 

Establish board-level cyber risk committees with defined responsibilities for resilience oversight. 
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Define explicit cyber risk appetite statements specifying tolerable disruption levels and recovery 
expectations. 

Participate actively in resilience testing exercises including crisis simulation tabletops. 

Ensure reporting frameworks provide visibility into resilience capabilities rather than merely 
compliance status. 

Allocate resources explicitly for resilience capabilities beyond baseline compliance requirements. 

Recommendations for CISOs and Security Leaders 

Reframe security programmes around resilience capabilities rather than compliance requirements. 

Implement continuous resilience validation through regular technical testing and exercises. 

Establish systematic incident learning processes with root cause analysis and improvement 
tracking. 

Develop resilience metrics complementing compliance indicators. 

Foster cross-functional collaboration integrating cybersecurity with business continuity and risk 
management. 

Conclusion 

The study has explored the root cause of the lack of alignment between regulatory compliance and 
cyber resilience, that there exist regulatory governance gaps that expose organisations despite 
seeming to comply with regulations and postulate an integrated governance system that links the 
compliance requirements with resilience principles. By conducting a comparative analysis of the key 
regulatory frameworks, a systematic analysis of the existing regulatory gaps, and investigations of the 
most notable cases, we have shown that the existing compliance-oriented strategies is a necessary but 
ineffective tool to achieve real cyber resilience. The study discloses a number of vital findings. First, 
even though regulatory frameworks have changed dramatically, there still exist inherent gaps in terms 
of adapting governance, incident learning, supply chain risks, and demonstrating resilience capacity. 
Second, these gaps show more underlying tensions on compliance paradigms that focus on 
documentation versus resilience paradigms that need adaptive capacity. Third, the solution to these 
gaps lies in radical changes in the way organisations conceptualise, govern and operationalise 
cybersecurity. 

The given Cyber Resilience Governance Framework provides an organized way to achieve this 
change by harmonising the compliance requirements and resilience capacity by using four connected 
layers of governance. The framework fills the gaps found by integrating adaptive risk management, 
organisational learning, supply chain resilience, human factors integration, and testing validation. The 
applications in practice can be found in a variety of stakeholder groups. To the policymakers and 
regulators, the study reveals the necessity of regulatory transformation to outcome-based requirements 
and resilience validation requirements. To organisational leaders and boards, it emphasises the urgent 
need to have active cyber risk governance that goes beyond compliance monitoring. It also offers 
systematic advice to security practitioners on how to shift towards resiliency oriented capabilities. These 
challenges remain in high demand. Cyber threats become more innovative and impactful. The digital 
transformation increases faster, which provides more attack surfaces. Systemic risks are created by 
critical infrastructure vulnerabilities. In these terms, the fact that compliance is being replaced by 
resilience is not just a governance enhancement but a strategic necessity to the survival of 
organisations, economic sustainability and even national security. 
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